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Abstract:TNowadaysTtechnologyThasTincreasedTtheTdataTrateTwithThighTspeedTofTreliableTdataTtra

nsmissionTbothTforTdomesticTsecurityTandTnetwork-

centricToperationsTandTmakesTsecureTcommunicationsTisTaTcriticalTissueTofTpresentTdayTsecurityTItTis

TalsoTpossibleTtoTsuccessfullyTtapTanTopticalTsignal,TifTdetectionTandTorTpreventionTmechanismsTareT

notTactivelyTintegratedTintoTnetworkTmanagement.T.TMeanTwhileTfiberTopticTcablesTareThavingThugeT

bandwidth,TlargeTdataTrateTandTimmuneTtoTtypicalTinterferenceTissues.TThisTpaperTfocusTonTquantifyin

gTtheTlossTrequiredTtoTsuccessfullyTtapTaTsignalTpropagatingTinTaTfiberTandTanalyzingTtheTproperties

TofTtheTtechniquesTthatTcouldTbeTusedTtoTdetectTaTfiberTsplittingTandTbending. 

IndexTTerms:TOpticalTfiber,TOpticalTsplitting,TEvanescentTcoupling,TVgrooveTcut,TOpticalTScattering,T

OTDR,TWDM 

INTRODUCTION 

T 
ThereTareTdifferentTmethodsTtoTtapTintoTanTfiberTopticTcableTincludingTfiberTbending,Tsplitting,Tevane

scentTcoupling,Tscattering,TandTV-

grooves[1].TInTorderTtoTchangeTtheTphysicalTcharacteristicsTofTtheTfiber,TmostTofTtheTtechniquesTrequi

reTtheTuseTofTsophisticatedTandTcumbersomeTequipment.TOutTofTallTtheTtechniques,TtheTbentTfiberTta

p,Tcoupling,TsplittingTareTtheTmostTeasilyTdeployedTtoTcoupleTlightToutTofTtheTfiberTwithTminimalTri

skTofTdamageTorTdetection.TTheTmethodsTofTquantifyingTtheTlossTrequiredTtoTsuccessfullyTtapTaTsign

alTpropagatingTinTaTsingleTandTmultimodeTfiberTandTcharacterizingTeachTofTtheTtechniquesTwithTdiffe

rentTparametersTthatTcouldTbeTusedTtoTdetectTaTfiberTsplittingTandTbendingT[1]TareTanalyzed. 

UnderstandingTtheTmechanismsTusedTforTfiberTtappingTprovidesTgreaterTinsightTintoTwaysTtoTactivelyT

detectTunauthorizedTopticalTinterceptsTorTcompromisedTnetworkTsecurity.TEnhancedTmonitoring 

techniquesTenableTtheTdetectionTandTlocalizationTofTfiberTtaps.TTheseTtechniquesTincludeTenhanced 
optical 

timeTdomainTreflectometerTapplicationsTforTlocalizationTofTsuspectedTtappingTeventsTandTsimulated 

results 

obtainedTusingTOPTITSIM.TtheseTmonitoringTtechniquesTwillTbeTreviewedTwithTdetailedTanalysis of 

theTmethodsTeffectivenessTinTdetectingTtheTtapsTandTcostTeffectivenessTforTintegrationTintoToptical  

networks 

ForTdecades,TtheTmajorTthreatTtoTtheTsecureTtransmissionTofTInformationToverTdataTnetworksTisTthe 

copperTcablingTandTequipment[2].TsinceTcopperTcablesTareTveryTsusceptibleTtoTelectromagneticTandT 

radioTfrequencyTinterference,TtheyTmustTbeTinstalledTmaintainingTstrictTseparationTguidelinesTandTprovi

deprotectionTfromTintruders. 

InTcontrast,TfiberTopticalTcablesTareTnotTsusceptibleTtoTelectromagneticTandTradio-

frequencyTinterference,TsinceTtheTsignalTbeingTtransmittedTisTopticalTinsteadTofTelectrical.THowever,Td

ependingTonTtheTinstallationTandTregionalTthreat-

level,ToftenTfiberTopticTcablesTareTstillTinstalledTtoTprovideTgreaterTphysicalTprotectionTofTtheTsecurei

nfrastructure. 

WhileTfiberTopticTcablesTareTexponentiallyTmoreTsecuredTwhenTcomparedTwithTcopperTcables,TitTisTst

illTpossibleTtoTinterceptTtheTopticalTsignalsTbeingTtransmittedTacrossTaTnetworkT(WDM).THowever,Tall

TformsTofTfiberTtappingTandTopticalTinterceptsTinvolveTaccessingTtheTfiberTcontainedTwithinTanToptica
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lTcable.TInTorderTtoTunderstandTtheTvariousTmethodsTtoTinterceptTopticalTsignals,TitTisTimportantTtoTf

irstTunderstandThowTopticalTfiberTandTcableTisTconstructed. 

OpticalTfiberTcontainsTtwoTprimaryTcomponents:TtheTcoreTandTtheTcladding.TTheTcoreTofTtheTopticalT

fiberTisTtheTareaTinTwhichTtheTlightTisTcarriedTfromToneTendTofTtheTnetworkTtoTtheTother.TTheTclad

dingTprotectsTtheTcoreTofTtheTfiberTandTcreatesTaTboundaryTalongTtheTouterTedgeTofTtheTcoreTthatTa

llowsTtheTlightTtoTreflectTinsideTtheTcoreTwhichTresultsTinTaTveryTlittleTlossTorTattenuationTasTtheTo

pticalTsignalTisTtransmittedToverTlongTdistancesTandTcreatingTaTconditionTcalledT‘TotalTInternalTReflec

tion’[2]. 

ForTtheTopticalTsignalTtoTbeTtappedTorTintercepted,TtheTcoreTofTtheTfiberTinTaTWDMTNetworkTcarryi

ngTtheTtrafficTmustTbeTcompromisedTorTtapped.TInTorderTtoTaccessTtheTfiberTanTintruderTmustTfirstT

physicallyTaccessTtheTfiberTwithinTtheTopticalTcable. 

 

 

CrossTSectionTofTFiber 

 

TheTbiggestTdrawbackTofTtheTusingTtheTopticalTsplitterTisTthatTinstallationTofTsuchTaTdeviceTwillTcau
seTanTinterruptionTofTserviceTwhichTshouldTresultTinTaTsecurityTresponseTexposingTtheTsystemTbreach.

TTheTlossTofTtheTsplitterTwillTnotTbeTnecessarilyTbeThigh.TIfTtheTsplitterTisTinstalledTinTaTpatTofTth

eTsystemTwhereTtheTopticalTfiberTisTrelativelyThighTitTmayTonlyTbeTnecessaryTtoTtapTafewTpercentTo

fTtheTsignalTwithTlessTthanTITdBTloss[1][2].TATlosslessTsplitterTcouldTbeTusedTtoToverTcomeTthisTifT

desiredTbutTthenTtheTopticalTsplitterTrequiresTaTsourceTofTpowerTmakingTitTevenTmoreTnoticeableTdur

ingTvisualTinspection 

orTRedTEquipmentTArea)TorTgainTmidTspanTaccessTtoTtheTcable.TWhileTaccessingTtheTterminatedTend

sTtheTfiberTendTwouldTbeTpreferred,TthisTisTalsoTtheTareaTwithTtheThighestTdegreeTofTsecurityTandTp

ersonnelTscrutiny;TsoTmidT–

spanTaccess,TtheTintruderTwouldTfirstThaveTtoTcutTthroughTandTstripTawayTatTleastT12-

24"TofTtheTouterTjacketTinTorderTtoThaveTenoughTroomTtoTaccessTtheTindividualsTfibersTinTtheTcente
rTofTtheTcable.TOnceTtheTindividualTfibersTareTaccessed,TanTintruderThasTseveralToptionsTinTwhichTto

TinterceptTorT‘tap’TtheTopticalTsignal.TTheseTmethodsTincludeT(1)TFiberTBendingT(2)TOpticalTSplitting

T(3)TEvanescentTCouplingT(4)TV-grooveTCut,TandT(5)TOpticalTscattering. 

(1)TFiberTBending:TATfiberTbendTlossTtapTisTtheTeasiestTtappingTmethodTtoTimplementTinTtheTfi

eld.TItTinvolvesTstrippingTanTindividualTfiberTdownTtoTtheTcladdingTandTbendingTitTtoTcompareTtheT

TotalTInternalTReflectionTandTallowingTaTfractionTofTtheTsignalTtoTbeTcoupledTout.TTheTpowerTofTt

heTtappedTsignalTwillTdependTuponTtheTradiusT(R)TandTangleT()TofTtheTbend[1]. 

TheTaimTofTtheTanTintruderTwouldTbeTtoTuseTtheTminimumTbendTlossTrequiredTtoTtapTaTdiscer

nableTdataTsignalTwithoutTinterruptingTtheTopticalTsignalTinTitsTentiretyTorTdamagingTtheTfiber(bothT

ofTwhichTwouldTcreateTanTinterruptionTofTsignalTalarmTfromTtheTconnectingTswitchTandTresultTinTSe

curityTservicesTbeingTdispatched.).TIfTanToptimalTfiberTbendTtapTisTachieved,TtheTsignalTdegradationT

willTbeTminimalTandTonlyTdetectableTthroughTonTgoingTnetworkTmonitoringTandTresulting. 

(2)TOpticalTsplitting:TAnTopticalTsplitterTworksTveryTmuchTinTtheTsameTmannerTasTaTcoaxTsplitt

erTforTtelevisions;TitTsplits 
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TOpticalTSplitter 
 

(3)TEvanescentTCouplingT:TVeryTsimilarTtoTtheTopticalTsplitterTmethod,TevanescentTcouplingTutili

zesTtheTsameTprocessTwithoutTrequiringTtheTtargetTfiberTtoTbeTcutTandTfieldTconstructsTaT1T×T2Top

ticalTsplitterTratherTthanTusingTaTpreTmanufacturingTdevice.TByTpolishingTtheTcladdingTveryTcloseTto

TtheTfiberTonTbothTtheTtargetTandTcaptureTfibers,TitTreducesTtheTreflectivityTofTtheTcoreTcladdingTb

oundaryTandTallowsTaTportionTofTtheTopticalTsignalTtoTbeTcapturedTbyTtheTtapTfiber.TWhileTthisTap

proachTappearsTtoThaveTsignificantTadvantagesToverTtheTopticalTsplitterTmethodT(i.e.TnoTsystemTinterr

uption,TnoTexternalTsplitterTdevice,Tetc.),TitTisTextremelyTdifficultTtoTimplementTinTaTfieldTenvironme

ntTandTstillTresultsTinTaTnoticeableTopticalTlossT(1-

2dB).TAnTopticalTfiberTisTsmallerTthenTaThumanThairTandTtheTcoreTsizeTofTsingleTmodeTfiberTisTle

ssTthanTanTeightTofTanThumanThairTmakingTitTalmostTimpossibleTtoTachieveTtheTprecisionTrequiredT

inTtheTfieldTwithoutTsophisticatedTandTcumbersomeTequipmentTandTaTgreatTdealTofTuninterruptedTtim
eTtoTinstallTtheTtap. 

(4)TV-GrooveTCut:TInTthisTmethodTaTV-

grooveTisTcutTinTtheTcladdingTofTtheTopticalTfiberTcloseTtoTtheTcore.TTheTv-

TgrooveTisTcutTsoTthatTtheTangleTandTtheTfaceTofTtheTgrooveTisTgreaterTthanTtheTcriticalTangleTfor

TtheTTotalTInternalTreflection.TWhenTtheTconditionTisTmetTtheTfractionTofTtheTsignalTtravelingTinTth

eTcladdingTandToverlappingTwithTtheTV-

grooveTundergoesTtotalTinternalTreflectionTandTisTcoupledToutTthroughTtheTsideTofTtheTfiber. 

OnceTagainTaTprecisionTcutTrequiredTinTtheTfiberTasTwellTasTtheTsubsequentTpolishingTwouldTre

quireTprecisionTequipmentTandTaTgreatTdealTofTuninterruptedTtimeTtoTinstallTsuchTaTtap.THowever,Tt

hisTmethodTcouldTresultTinTveryTlittleTopticalTlossTandTwouldTbeTveryTdifficultTtoTdetect.TFinallyTth

isTprocessTrequiresTactuallyTcuttingTintoTanTopticalTfiberTitTisTalsoTtheTriskiestTmethodTforTachievin
gTaTfiberTtapTinTtheTfiber. 

(5)TScattering:TTheTuseTofTtheTfiberTBraggTgratingTtoTachieveTaTfiberTtapTinTaTWDMTNetwork

TisTtheTmostTadvancedTfieldTtechniqueTdiscussed,TandTaTlossTtheTmostTdifficultTtoTdetectTviaTperiod

icTnetworkTtestingTandTmonitoringT.TthisTprocessTrequiresTtheTuseTofTanTexcimerTUVTlaserTtoTcreat

eTanToverlappingTandTinterfacingTfieldTofTUVTraysTthatTsubsequentlyT‘etches’TaTBraggTgratingTonTt

oTtheTfiberTcore.TTheTgratingTthenTreflectsTaTportionTofTtheTopticalTsignalToutTofTtheTtargetTfiberTi

ntoTaTcaptureTfiber.TTheTbenefitTofTtheTscatteringTapproachTisTthatTitTdoesTnotTrequireTcuttingTintoT

fiberT(suchTasTinTaTV-

grooveTtap).THowTeverTthisTmethodTrequiresTheTmostTprecessionTequipmentTofTanyTandTisTmostTdif

ficultTtoTimplementTinTaTfieldTenvironmentTwithoutTdetection. 

Note:TEachTofTtheTmethodsTdiscussedTaboveTaTspecificTmethodTforTtappingTintoTanTopticalTsign

al.TWhatThasTnotTbeenTdiscussedThoweverTisThowTthatTsignalTisTthenTroutedToutTofTtheTfacilityTor
TcapturedTlocallyTforTinterpretationTandTanalysisTbyTtheTenemy.TSeveralTscenariosTareTfeasible,TbutT

areTveryTspecificTtoTtheTinstallationTinTquestionTandTareToutsideTtheTscopeTofTthisTpaper. 

T 

ByTunderstandingTtheTvariousTmethodsTanTenemyTcouldTuseTtoTcompromiseTtheTintegrityTofTaTsecure

TopticalTnetwork,TitTisTeasierTtoTplanTandTimplementTnetworkTarchitectures,Tinfrastructure,TandTproces

sorsTtoTpreventTand/orTdetectTsuchTintrusions.TAllTofTtheTfiberTtabTmethodsTlistedTaboveTwouldTresult
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TinTsameTmeasurableTchangeTthatTcouldTbeTdetectedTusingTstandardTopticalTtestTequipment.TAnToptica

lTtestTset,TwhichTmeasuresTopticalTattenuationT(dB),TandTanTOpticalTTimeTDomainTReflectometer[4],T

whichTmeasuresTreflectiveTandTnon-

reflectiveT‘events’TinTanTopticalTcircuit,TareTveryTeffectiveTtoolsTforTnetworkTtestingTandTmonitoring. 

OpticalTtester:TOpticalTtestersThaveTbeenTusedTsinceTtheTearlyTdeploymentTofTfiberTopticTnetwo
rksTtoTmeasureTtheTamountTofTattenuationT(dB)TorTopticalTlossTofTtheTnetwork.TOpticalTtestersTcons

istTofTanTopticalTsource,TwhichTgeneratesTaTveryTpreciseTamountTofTopticalTsignalTatTvariousTwavel

engths,TandTanTopticalTmeter,TwhichTisTcalibratedTforTpreciseTmeasurementTofTtheTopticalTsignalTrec

eived.TByTknowingTtheTamountTofTopticalTsignalTinsertedTintoTaTnetworkTandTtheTamountTreceivedT

onTtheTotherTend,TitTisTpossibleTtoTderiveTtheTopticalTlossTofTtheTsegmentTasTdepictedTbelow: 

ByTrecordingTtheTvariousTattenuationTreadingsTforTeachTindividualTfiberTtestedToverTtime,TitTisT

possibleTtoTtrackTnetworkTdegradationTandTidentifyTandTdiscrepanciesTtheTmayTbeTindicativeTofToptic

alTnetworkTinterceptsT(i.e.TfiberTtaps). 

OpticalTTimeTDomainTReflectometerT(OTDR):TAnTOTDRTactsTveryTsimilarTtoTradarTinTthatTi

tTsendsToutTveryTpreciseTandTmeasuredTpulsesTofTlightTatTvariousTwavelengthsTandTthenTmeasuresTt

heTamountTofTtimeTitTtakesTtoTreceiveTtheTsignalTbackTandTtheTintensityTofTtheTreturningTsignal.TB

yTtrackingTbothTtheTtimeTandTintensityTofTtheTreturningTsignal,TtheTOTDRTisTableTtoT‘trace’TtheTen

tireTlengthTofTtheTopticalTcircuit-
showingTallTsplices,Tconnectors,TandTpotentialTinterceptsTinTtheTtraceTwindow.TAnotherTkeyTfunction

TofTanTOTDRTisTitsTabilityTtoTidentifyTtheTdistanceTtoTanyTcableTcutTorTintercept,TwhichTgreatlyTe

nhancesTsecurityTresponseTtimesTtoTpotentialTnetworkTintrusions.TWhenTcombinedTwithTGISTbasedTin

formation,TthisTfunctionTbecomesTincreasinglyTpowerfulTinTitsTabilityTtoThoneTinTonTpotentialTsecurit

yTbreachesTandThighTriskTareas. 

AnTexampleTofTanTOTDRTtraceTisTshown.TByTtestingTandTstoringTtheTtracesTfromTanTORDR,Te

ndTusersThaveTtheTabilityTtoTmonitorTchangesTinTnetworkTcircuitsTandTidentifyTanyTpotentialToptical

Tintercepts. 

NetworkTintegrationTofTdetectionT&preventionTcapabilities:TTheTdifferentTopticalTtestTequipme

ntToptionsTcanTbeTintegratedTintoTanyTnetworkTarchitecture.TTheTonlyTquestionsTthatThaveTtoTbeTadd

ressedTareThowTintrusiveTofTtestingTareTendTusersTwillingTtoTtolerateTandThowTmainTcategoriesTofTn
etworkTtestingTandTmonitoring:TpassiveTtestingTandTautomatedTmonitoring. 

PassiveTtesting:TPassiveTtestingTisTtheTmostTcost-

TeffectiveTmethodTofTdocumenting,Ttesting,TandTmonitoringTsecureTnetworksT[2][5]TforTdegradationTo

fTservicesTandTpossibleTopticalTintercepts.TThisTmethodTalsoTprovidesTaTgreatTdegreeTofTprotectionTd

irectlyTcorrespondingTtoTtheTamountTofTpersonalTresourcesTdedicatedTtoTtestingTopticalTnetworksTusin

gTanTOTDRTorTopticalTTestTset.TPassiveTtestingTisTperformedTbyThavingTbyThavingTaTstandTaloneT

OTDRTand/orTOpticalTtestTSetTtoTperiodicallyTtestTandTdocumentTtheTopticalTcircuitsTrunningTbetwee

nTandTthroughTsecureTfacilities.TBecauseTthisTtestingTutilizesTstandTaloneTequipment,TitToffersTtheTm

ostTcostTeffectiveTprotectionTwithTvaryingTdegreesTofTtransparencyTtoTnetworkToperations.TPassiveTtes

tingThasTnormallyTbeenTviewedTasTveryTintrusive. 

 
T 

TheTpossibleTtheftTforTopticalTpowerTinTWDMTnetworksT[2]TusingTopticalTfiberTisTanalyzedTbyTusin

gTtheTopticalTcouplerTwithTdifferentTtransmissionTcoefficients.TTheTresultingTBitTerrorTrateT[6][7]Tand

TNoiseTmarginT[6][7]TisTcalculatedTforTtheTnetworkTwithTdifferentTwavelengthsTatT1330nmTand 

2000nm.TTheTnoiseTmarginTisTheavyTforTtheThigherTwavelengthsTandTtheTtappingTincreasesTtheTsyste

mTbitTerrorTrateTandTisTobtainedTusingTOPTISIMTsoftware[3].TTheTsituationTisTsoTworseTwithTtheTo

pticalTattenuatorTwithTtheTattenuationTtoTtheTlevelTofT-

2.5dBTandTtheTresultingTeyeTpatternsTandTopticalTpowerTforTtwoTdifferentTlengthsTnamely 

2010mTandT210mTlengthsTareTplotted. 

 

 

BitTErrorTRateTforTFiberTofTLengthTofT210m 
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EyeTPatternTforTWavelengthTofT1330nmTforTLengthTofT210

m 
 

 

 
 

EyeTPatternTforTWavelengthTofT1330nmTfor LengthTofT2010m 
 

 
 

TEyeTPatternTforTWavelengthTofT2000nmTforTLengthTofT210m 
 

T 

EyeTPatternTforTWavelengthTofT2000nmTforLengthTofT2010m 

International Journal of Scientific & Engineering Research Volume 10, Issue 5, May-2019 
ISSN 2229-5518  

77

IJSER © 2019 
http://www.ijser.org 

IJSER



                                                                                     T  

 

EyeTPatternTforTWavelengthTofT1330nmTforTLengthTofT2010mTofTTransmissionTCoefficientTofT

1 

 

EyeTPatternTforTWavelengthTofT1330nmTforTLengthTofT210mTfroTTransmissionTCoefficientTofT1 

 

 
OutputTOpticalTSignalTMagnitudeTwithoutTAttenuation 

 

 
                              

EyeTPatternTforTWavelengthTofT2000nmTforTLengthTofT2010mTwithoutTAttenuation 

 
 

         OutputTOpticalTSignalTMagnitudeTwithTAttenuationTofT-2.5TdB 
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             EyeTPatternTforTWavelengthTofT1330nmTforTLengthTofT2010mTwithTAttenuationTofT-

2.5dB 

 
 

                           
EyeTPatternTforTWavelengthTofT2000nmTforTLengthTofT2010mTwithTAttenuationTofT-

2.5dB 
 

 
 

                                       InputTOpticalTSignalTMagnitude 

T 

WhileTfiberTopticsTisTexponentiallyTmoreTsecureTthanTcopperTcables,TthereTareTstillTwaysTthatTenemi

esTcanTtapTintoTandTinterceptTclassifiedTinformationTtravelingTacrossTopticalTnetworks.TATmajorityTof

TfiberTtappingTmethodsTrequireTsomeTdegreeTofTaccessTtoTanTopticalTfibersTcoreTwhichTnotTonlyTsu

ccessfullyTtapsTtheTreliableTinformationTbutTitTproducesTconsiderableTdamageTtoTtheTfibers.TAsTaTres

ultTofTtheseTsimulations,TitTisTclearTthat,TtheTtechniquesTanalyzedTofferTsignificantTadvantageTinTdesi

gningTcablesTwhenTitTcomesTtoTenhancingTnetworkTsecurityTandTorTmonitoringTforTunauthorizedTcabl
eTaccessTandTinstallationTofTfiberTtaps. 
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